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Describes the configuration and setup of a simple VPN for graphical remote
access using the Open Source tools SSH and VNC.




1. Introduction

This note describes the setup and configuration of a simple VPN for graph
access to a Linux system from a remote PC. Previously, remote access t
Linux box has been possible via dialup modem using dialup networking (PI
and VNC. This presents a number of security issues especially if the Li
system is connected to a corporate network. The aim of this note is to desci
how secure remote access may be achieved by creating a simple VPN us
standard the Open Source Secure Shell (SSH) utilities. Most Linux distributi
include the OpenSSH! package, if not download a copy from the web site shc
in the reference and install the package.

Graphical access to a Linux system is readily provided by the Virtual Netw
Computing (VNC?) package. The VNC server (Xvnc) is generally installed
configured on the PROTOR host as standard on most Linux distributions.

A Linux system may be configured for VPN access provided that Inter
access and suitable firewall hardware or software is available. Linux can eit
provide this Internet access and firewall protection itself or, more commonly
can take advantage of existing high-speed internet access and firewalling. |
assumed for this description that remote access is required from a stand-al
PC running Windows. This PC has Internet access either via an analogue dig
or ISDN via an ISP.

This method uses the simplest form of VPN which is a host-host topology
illustrated below.
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The remote PC must be loaded with a suitable SSH client program® for Windc
and also the VNC client or viewer program. Access from a corre
authenticated SSH client creates an "Internet Tunnel". Information passing dc
this tunnel is encrypted for security and is also compressed for efficiency
order to make full advantage of the PROTOR User Interface it is also possible
direct graphical information through this tunnel using the VNC package.

Details are given below on a typical VPN configuration. The Linux host syster
connected via a dedicated network to an Internet server providing b
broadband access and firewall protection. Remote access is provided from a
running MS-Windows for which a SSH client and VNC distribution are provide«

2. Configuration Details

This VPN demonstrator has been configured using in-house broadband inter
server and firewall. The only configuration needed on this firewall is to enable
SSH port (port 22) and to forward this port via the specific network route to
Linux host. An SSH client request for connection to this server results in
request being routed directly to the Linux Host.

The VNC package allows X-window type graphics information from a server to
presented on a client screen. This package also uses specific port numbers o
system based on a requested display number. Requesting a display number «
for a specific server uses port 5900, display number 1 port 5901 and so on
order to route VNC through our SSH tunnel then we use a facility within S
called "local port forwarding”. We can use this facility to forward port 5910 on
PC system such that it appears at the other end of the tunnel (the Linux host ¢
) as if it is a connection from itself (localhost) on port 5900.

Therefore specifying a connection within VNCVIEWER to localhost on display
causes a connection to be established to local port 5910 which is local forwart
through the SSH tunnel to port 5900 on the Linux Host. This connection is tl
seen by the VNC server as a connection request for its display number 0 and
VNC session is established.

This VPN demonstrator is described in the following diagram.
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Figure 1. VPN Demonstrator Configuration

3. Installation Details

Included in the references is a suitable SSH client program for Windows. 1
program is distributed in the form of a ZIP file. To install the package sin
extract all files from the archive to a suitable location on your system.

Also included in the references is an address for the VNC web site. The Windc
download for this package includes the VNC client program (vncviewer).

It is beyond the scope of this note to describe the installation and setup of S
under Linux. Essentially you will need the ssh-server package installing and
generation of the authentication keys. Ensure that the ssh-server is and runr
on the Linux host system. You can check this on the Linux system by
command

servi ce sshd status

If the server is not running then start it by the command

service sshd start



4. Configuration and Testing

Make and verify a connection to the Internet using an appropriate connect

from your remote Windows PC.

Check that you can resolve the name of your server. Note you should be able
check that the your server address using the "ping" command. Note that
server may not respond to the pings but the name should be resolved into ar

address.

On the Windows PC Start the program SSH.EXE which may be found in
"Program Fi | es/ ssh" directory from where the SSH package was extrac

and follow these configuration steps.

1. Create a New connection Profile by
clicking on the New Button. Any
existing entries will be cleared. Give
the Profile a suitable name. Setup
the main entries for the profile as
follows ( all other values may
remain as their default setting).

Host name :your-server.co. uk
Por t 122
User ID :protor

Ci pher Type: Bl owfi sh
Aut hentification

Type : RSA and Password
X11 Forward: On

55H options
Frofile Name: I j Ok
[ielete | Save | Mew | Cance
Hostﬂame:l Pgrt:l
User |D: |ddd
e ! Cipher Ty
|dentities I lr
Qommand:l
i~ Authentication Type Compression Ley
¥ RS54 W Password IF

[ Challenge/Response

"' Close on exit

Remate Forwards| M 211 Fomward

™ Hide windaw
Local Fonwards | ™ Stiict host kew checking
Connection dtempts: I4 :]‘l
I” Receive LF az CAAF  CoppEOL & CR+LF (O LF

" SendBS as DEL Paste EOLaz ¢ CR+LF & LF

2. Enable the Tunnel for the VNC
viewer task by clicking on the Local
Forwards Button. On this menu set
the following :

Local Port 5910
Host | ocal host
Renot e port 5900

When set click on New to add the
Local Forwarded Ports and Click on
OK.

Forwarded port(s] Local Port:
[ EE
Delete it
Ilocalhost
Reset
LI FRemate Port:
IESDD
oK Cancel Help




Ensure you save the Profile by
clicking on the Save button. You
should now be ready to make the
connection by clicking on the OK
button.

SSH options

Prfile Name:iploremote :j ok
Delete | Mew | Canhce
Host Hame: i | Port: 122
Uszer 1D b
User ipro o Cipher To
|dentities | Iblowfish
LCommand: |
-~ Authentication Type- . Compression Le:
v RS ¥ Password I 3

[ Challenge/Response

[ Close on exit

Remote Eorwards] W #11 Forward [ Hide window
Local Farwards | [ Strict host key checking
Connection Aftempts: (4 ﬁ

" Receive LF as CR/AF  Copp EOL & CR+LF O LF

™ SendBS az DEL Paste EOL &z CR+LF i« LF

The SSH program will now attempt
to connect to the Linux server your-
server.co.uk. If a connection
attempt is successful then you will
be prompted to authenticate the
connection by providing an
authentication password.

Password for protor{@prosig-uk. demon.co.uk
[

o]

Cancel I

If the connection is authenticated
then you will see a simple text-
based login screen.

P 55H - prasig-uk desson co.uk
Aclien Edd Sehip  Keys L
Bejifs)

Last Logan: Fri Fab 7 LeudclS2 2000 fros LB2. Lo, 53.3%
[protor@prsbe dhar]hone/protoE 4

Edabbihed connegiomn b poagodironc i

Now Startup the VNC viewer tasks.
On the resultant menu set the
connection node as :

| ocal host: 10

When you click on OK the viewer
will attempt to connect to the VNC
server on the PROTOR host system
through the SSH tunnel.

Connection details
“_ WHC zerver: |[e= et ] ok
|Jge hastdisplay Lanci
£.q. shoopy:2 =
Ophion:

[Dizplay defaults to Oif not given)




7. If the connection is made then you
will be presented with a login
screen to the Linux Host. Enter the
Login name and password as
necessary.
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